
International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

17 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

 

Chomariyah1 

Universitas Hang Tuah, Surabaya, Indonesia 

 

Copyright © 2020 International Journal of Cyber Criminology – ISSN: 0974–2891 
January - June 2021. Vol. 15(1): 17–30. DOI: 10.5281/zenodo.4766530 
Publisher & Editor-in-Chief – K. Jaishankar / Open Access (Authors / Readers No Pay Journal). 

This is a Diamond Open Access article distributed under the terms of the Creative 
Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC-BY-NC-SA 4.0) 
License, which permits unrestricted non-commercial use, distribution, and 
reproduction in any medium, provided the original work is properly cited. 

mailto:chomariyah@hangtuah.ac.id


Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

18 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

https://www.marine.gov.my/jlm/page/traffic-separation-scheme


International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

19 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

20 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

21 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

22 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

ă



International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

23 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

24 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

25 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

26 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 



International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

27 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

https://doi.org/10.1109/THS.2012.6459832
https://news.slpa.lk/wp-content/uploads/2020/06/maritime-paper.pdf
https://news.slpa.lk/wp-content/uploads/2020/06/maritime-paper.pdf
https://www.bimco.org/news/priority-news/20190916-safety-at-sea-and-bimco-publish-cyber-security-white-paper
https://www.bimco.org/news/priority-news/20190916-safety-at-sea-and-bimco-publish-cyber-security-white-paper
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
https://www.sfmx.org/wp-content/uploads/2017/03/Maritime-Cybersecurity-10-2014.pdf
https://www.sfmx.org/wp-content/uploads/2017/03/Maritime-Cybersecurity-10-2014.pdf


Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

28 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

https://trid.trb.org/view/1125656
https://data.consilium.europa.eu/doc/document/ST%2011205%202014%20INIT/EN/pdf
https://data.consilium.europa.eu/doc/document/ST-10494-2018-INIT/en/pdf
https://cybersail.org/wp-content/uploads/2017/02/IHS-BIMCO-Survey-Findings.pdf
https://cybersail.org/wp-content/uploads/2017/02/IHS-BIMCO-Survey-Findings.pdf
https://doi.org/10.1109/IISA.2015.7388071
http://socialspacejournal.eu/Social%20Space%20Journal%2012020(19).pdf#page=53
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0605
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0605
https://ec.europa.eu/oceans-and-fisheries/document/download/9d55fef9-d923-43b3-9efd-d927284a1da0_en
https://ec.europa.eu/oceans-and-fisheries/document/download/9d55fef9-d923-43b3-9efd-d927284a1da0_en
https://data.consilium.europa.eu/doc/document/ST-10398-2017-INIT/en/pdf
https://doi.org/10.2824/549292
https://doi.org/10.2824/328515
https://resmilitaris.net/index.php/2020/01/01/id1031540/
https://doi.org/10.1017/S0373463316000473
https://doi.org/10.1017/S0373463318000164
http://db.koreascholar.com/article.aspx?code=407183


International Journal of Cyber Criminology 

Vol 15 Issue 1 January - June 2021 

 

29 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

https://books.google.com/books?id=BZw9EAAAQBAJ
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/MSC-FAL.1-Circ.3.pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/MSC-FAL.1-Circ.3.pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/Resolution%20MSC.428(98).pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/Resolution%20MSC.428(98).pdf
https://standards.iteh.ai/catalog/standards/iec/49130033-ce6f-488d-bf44-1acd9eb7a6d7/iec-63154-2021
https://standards.iteh.ai/catalog/standards/iec/49130033-ce6f-488d-bf44-1acd9eb7a6d7/iec-63154-2021
https://www.imo.org/en/OurWork/HumanElement/Pages/ISMCode.aspx
http://doi.org/10.22215/timreview/889
http://ijsta.com/papers/IJSTAV5N2Y19/IJSTAV5N2R1Y19.pdf
https://backend.orbit.dtu.dk/ws/portalfiles/portal/156025857/Lagouvardou_MScThesis_FINAL.pdf
https://backend.orbit.dtu.dk/ws/portalfiles/portal/156025857/Lagouvardou_MScThesis_FINAL.pdf
https://brill.com/view/title/10079
https://doi.org/10.1355/9789812305909-011
https://elib.dlr.de/98812/1/Look-Out%202016_web.pdf
https://doi.org/10.21776/ub.arenahukum.2021.01402.5
https://commons.wmu.se/cgi/viewcontent.cgi?article=1662&context=all_dissertations
http://dx.doi.org/10.5281/zenodo.4738960


Chomariyah - Cyber Security Issues in Implementing Shipping Traffic Separation Scheme (TSS) In Straits of Malacca 

 

30 
© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

ć

ă

 

http://dx.doi.org/10.5281/zenodo.3741131
http://dx.doi.org/10.5040/9781472561688
http://www.uscg.mil/proceedings/archive/2014/Vol71_No4_Wint2014.pdf
https://hrcak.srce.hr/249531
http://wwjmrd.com/archive/2021/10/1660/10.17605/OSF.IO/TNZK7
http://dx.doi.org/10.24006/jilt.2007.5.1.001
http://www.e-journal.uum.edu.my/index.php/jis/article/view/7926
https://shipinsight.com/articles/cybercrime-in-shipping-the-curse-of-the-computer-age
https://doi.org/10.3390/jmse7100364
https://doi.org/10.1007/s13437-019-00162-2
http://dx.doi.org/10.1049/etr.2015.0123
https://doi.org/10.4028/www.scientific.net/AEF.27.221
https://doi.org/10.1088/1755-1315/649/1/012065
https://doi.org/10.1088/1755-1315/649/1/012065
https://doi.org/10.24203/ajas.v7i4.5827
https://doi.org/10.33012/2016.14810
https://myjms.mohe.gov.my/index.php/ajress/article/view/9601/4470

