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Abstract

The aim of the current study was to analyze the cybercrimes and violations of intellectual
property law on the indigenous Papuans in Indonesia, particularly when technology and
innovations are spreading fast in Papua. The study makes a thorough literature review in
this regard in order to ensure a maximum outreach to information present on the factors
and characteristics that enhance cybercrimes and that lead to violations ot intellectual
property laws. A qualitative non-empirical legal research approach was used in this study,
according to which extraction of intormation and data was done from various legal
documents, cases and laws from Papua, Indonesia. The current laws, regulations and policies
protecting intellectual property laws against cybercrime were also analyzed, discussed and
their shortcomings were presented and detined. A few recommendations were also provided
for the betterment of the security of intellectual property laws against cybercrime in Papua,
Indonesia. There is a requirement of novel comprehensive cybercrime law that signiticantly
focuses on all different methods in which the intellectual property rights are now violated.
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Introduction

In recent times, the significant impact of computers and Internet is reflecting on the entire
world in the form of both positive and negative outcomes. These outcomes have made the
world think that putting in full confidence in technology and Internet is always not a wise
choice, as far as the privacy and security is considered (Ajayi, 2016). Showing full confidence
in modern technology of computing and Internet can be significantly dangerous as well
with social, personal and economic consequences (Anderson et al., 2013). The modern
computing technologies and the Internet represent the most revolutionary techniques and
technological discoveries; however, every technology and revolutionary innovation has
some kind of loopholes that resides negatively along with the positive aspects of any specific
technology or innovation (Anderson et al., 2019).
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Apart from all of the benefits and advantages that modern computing technologies and
Internet have brought, they have significantly become tools of abuse for corporations,
individuals and even the government of any country (Aransiola & Asindemade, 2011; Azad
et al., 2017). As a result of being used as tools for abuse, illegal actions by organizations and
groups and socially dangerous and unlawful activities have been reported on almost daily
basis (Bernat & Godlove, 2012). There is a significant boom that has been caused due to
cybercrimes spreading in households and offices through Internet. This has resulted in the
creation of a significant base of users resulting in the potential victims of various crimes
being conducted in the form of cybercrimes (Bacewe, 2021).

The cybercrime is referred to as a type of criminal activity or conduct, as a result of which
an individual wuses broadcasting technologies, computers, and various information
technology based systems for the manifestation of various technical offences, where
computer networks are utilized as the purpose or means of the enforcement of such offence
(Adam M. Bossler, 2020). Significant level of technology can significantly be abused in
different ways, and these crimes can result in various conventional types of crimes, involving
tax evasion crime, the crime of fraud and the obtaining of data in various ways utilized and
applied in illegal ways for illegal tasks (Adam M Bossler & Holt, 2012). These kinds of
criminals and offenders significantly orient the action of robberies, where similarly, the
object of usage involves modern technological systems and machines.

Papua is the eastern most province present in Indonesia and it encompasses the western
half of the several islands and New Guinea as well (Brenner, 2012). The area involves
biological and cultural diversity, where mountains and rainforests are inhabited by
indigenous Melanesian tribes. It includes diverse wildlife as well. The capital town is
Jayapura with a total population of around 3.379 million as recorded in the year 2019
(Fahlevi et al., 2019). The telecom sector is now significantly growing in Papua, having
significant connectivity and quick setting and spreading of networks. The computer
network is now reaching to the remotest parts of the province, helping people link various
devices by a diverse range of customers and organizations (Fahlevi et al., 2019). This cellular
coverage with the significant growing of the Internet is also raising various concerns and
questions regarding the dangers that are conceived as a result of these technological
innovations and developments, and also regarding how to deal with these innovations
(Broadhurst & Chang, 2013).

There are various concerns that are linked with the technology innovations: defamation,
cyberbullying, breaching of personal security, privacy and the leakage of important
information that are coming along these innovations and technological advancements in
Papua. Other concerns observed in different areas of Papua include sending off the indecent
materials, spreading of significantly false information, hacking of systems and information
and sedition (Cordova et al., 2018). However, above all of these concerns and factors, cyber-
crime violations cover a very vast horizon and involve various other kinds of violations out
of which, a very significant and adverse one is the violation of the intellectual property law
(Broadhurst & Chang, 2013; Cordova et al., 2018). The intellectual property laws involve
all the laws and regulations that are applied and regulated for the purpose of enforcing and
protecting the rights of the owners and creators of writings, inventions, designs, music and
all other works that fulfill the characteristics of being intellectual property of a specific
individual or organization (Brenner, 2012; Broadhurst & Chang, 2013).

There are various areas of the intellectual property that are covered involving trademarks,
copyright, trade secrets and patents. The spread of information technology all over Papua
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and enhanced networked systems throughout the region have resulted in various social,
economic and cultural positive impacts (Dashora, 2011; Davis, 2012). However, it is
unfortunate that the criminal minded people and the individuals which focus on cyber-
crime exploit the new technology and innovations in various ways which is draining the
wealth and also undermining the rule of law in Indonesia (Fahlevi et al., 2019; Finklea &
Theohary, 2015). The intellectual property right theft in the form of theft of writings,
inventions and designs can be observed in Indonesia openly however, it can be increasingly
now observed in the province Papua as well. In Papua, according to various reports, cyber-
crimes and intellectual property thefts are being observed in the form of theft of designs,
theft of music, theft or pharmaceutical formulas and machine tools (Gercke, 2016).

Cyber-crimes have significantly increased in the form of information technology enabled
crimes all across the spectrum of the province. This includes virus attacks, hacking, identity
theft, cyber smuggling and increasingly prevailing intellectual property theft as well
(Gillespie, 2015). Due to the borderless nature of cyber-crimes, there is a need for effective
law enforcement by the government and respond to the ever enhancing cyber-crimes
against intellectual property laws. The government must emphasize on the capacity building
within the legal system and of the law enforcement partners as well (T. Holt & Bossler,
2015). There is also a dire need to study and analyze the extent of cyber-crime violations of
intellectual property law on the indigenous Papuans in Indonesia (T. J. Holt, 2018).

The current study aimed to make threefold contribution: first, this study is directly
targeting the cyber-crime violations of intellectual property law in the context of indigenous
Papuans in Indonesia, since it has been observed that previous studies have not considered
the indigenous Papuans while analyzing the impact of the enhancing cyber-crime violations
of intellectual property law (T. J. Holt & Bossler, 2014; T. J. Holt et al., 2015). Secondly,
as far as the information technology and innovation in technology are concerned, previous
studies have ignored Papua, Indonesia. This study aimed to highlight that technological
innovations, advancements and the relevant concerns are very much increasing every passing
day (Hooper et al., 2013). Thirdly, this study analyzed the current status of cyber-crime
violations of intellectual property law on the indigenous Papuans in Indonesia since there is
no significant focus on either the cyber-crime violations of intellectual property or the
indigenous Papuans in Indonesia in this specific context (Hooper et al., 2013). This study
will be theoretically and practically contributing towards the enhancement of the
importance and incidence of the events of cyber-crime violations of the intellectual property
laws in Papua, Indonesia (Hunton, 2011).

There are five sections of this study: the first section dealt with the introduction and
background of this study, the problem statement, the justifications and rationale, the
objectives, and the significance of the current research. The second section presents the
literature review, which covers difterent facets and characteristics of cyber-crime, and the
intellectual property law in detail along with a review and analysis of both these factors. This
section also provides a relationship between cyber-crimes and intellectual property laws, in
order to present with the impact of cyber-crimes on intellectual property laws. The third
section of the study presents the research methodology adopted for this research; the fourth
section contains discussion and analysis of the impacts of cyber-crimes on intellectual
property law, in the context of the laws and regulations applied in Indonesia. The last section
involves conclusion and recommendations showing how to minimize cybercrimes against
intellectual property laws in Papua.
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Literature review
Cybercrime violations

There are various IPR related acts such as Trademarks Act 1978, Patents and Industrial
Designs Act 2000 and the Copyright and Neighboring Rights Act 2000, which focus on
the protection of intellectual property rights in Papua. These acts can also be presented
against cybercrimes and oftences being conducted by various individuals (Martin & Raice,
2011). The intellectual property does not only involve copyrights, but it also involves and
covers patents, trademarks, trade secrets and various other kinds of properties that fulfill all
the characteristics of the intellectual property. The computer related offences and acts are
now causing personal harm as they involve the usage of computer systems to harass, stock,
threaten and bully the host by hackers and intimidators, (Martin & Rice, 2011; McDougal,
2015; Tomteberget & Larsson, 2020).

Most multilateral and regional cybersecurity organizations and treaties like the Arab
Convention on Combating Information Technology Oftfences, the Cybercrime
Convention, the Cyber Security and Personal Data protection and African Union
Convention significantly focus on the minimization of computer related offences such as
cybercrimes, cyber bullying, cyber stalking and cyber harassment (Moore, 2014). Along
with these cybercrimes, the infringement of the intellectual property laws is something that
needs further focus and research before the implementation of any other laws and regulations
that regulate the cybercrime violations against intellectual property laws (Nzeakor et al.,
2020; Odumesi, 2014; Olayemi, 2014; Shah et al., 2020). First of all, a gap has been
identified in previous studies that which suggest that not much attention has bene paid on
technological innovations in Papua, Indonesia. Moreover, these studies have also not
focused on the technological and science-based innovations that are have brought up several
concerns and questions in Papua. As a result of which, it is difficult to make thorough
decision making nor laws can be generated and applied in the region (Mazur & Ku¢, 2020;
Papathanasiou et al., 2013; Rajan et al., 2017; Rashkovski et al., 2016).

Intellectual property rights and laws

Intellectual property rights (IPR) provide creators or inventors legal rights and protection
against their original work, appearance of products, inventions, scientific developments or
artistic works (Reyes et al., 2011). The intellectual property law significantly focuses on and
deals with all regulations and laws to enforce and protect rights of the owners and creators
of writings, inventions, designs, music and all other work that fulfills the characteristics of
intellectual property and can be called as intellectual property of a specific individual,
corporation or body (Sabillon et al., 2016).

The IPR laws are of different types, namely copyright laws, trademark laws, patent laws,
and trade secrets. The copyright laws are protected in the umbrella of the intellectual
property law, and are concerned with the rights of the work related with entertainment,
arts, publishing and development of computer software. These laws protect the work of the
owner or the creator, against use or exploitation by any individual under any circumstances
without the permission of the creator or the producer (Setiawan et al., 2018). The trademark
laws also come under the umbrella of the intellectual property laws, and these are the laws
tor the protection of words, symbols, phrases and designs, used by individuals, or the entities
for the identification of specific services or products. The trademark owners can significantly
prevent any other individual from utilizing these marks under the trademark laws (Setiawan
et al., 2018).
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The Patent laws also come under the umbrella of the intellectual property laws, and these
protect inventions of new designs, processes, products or mechanisms. The patent law
promotes sharing of the new developments with the world but not on the same pattern,
only on the option of fostering further innovation (Somer, 2019; Spulbar & Birau, 2020).
The patent owner has every right to protect the innovation or invention from the others
that might be using, producing, importing or distributing similar item based on the similar
idea and invention point of view. The laws related with the protection of trade secrets also
come under the intellectual property laws, but the trade secrets involve business formulas,
processes, practices and designs that are the major assets of a business or are the major
component of the design of a business that provide businesses with competitive advantages.
These trade secrets must not be known by outsiders otherwise the business might lose its
competitive advantage. In order to protect these trade secrets, trade secret laws are regulated
and applied (Somer, 2019; Spulbar & Birau, 2020).

Cybercrime Violations of Intellectual Property Law

In accordance with the intellectual property laws, the trademarks act 1978 protects the
products and services from violations of the intellectual property laws through cybercrimes
or any other crimes that can be committed by criminals in order to exploit the intellectual
property in any way possible (Lusthaus, 2013; Lusthaus & Varese, 2021). In accordance with
the law, “assignment” represents the assignment by the act associated with the concerned
parties, and the “date of commencement” represents the date following which the
operations of the intellectual property laws are applicable (Kolouch, 2016; Kumar, 2016).
The non-use of the trademarks in accordance with the trademarks act 1978, focuses on the
nonuse of the trademarks related with the product services, under any circumstances,
involving under the circumstances of the commitment of cybercrime as well (Kolouch,
2016; Kumar, 2016). However, there are some exceptions as well, involving any instance
in which the trademark is not registered with the intention in good faith from the side of
the applicant at the time of the registration, clearly explaining that it should be utilized only
in relationship to the goods by the applicant or anyone referred to by the applicant,
according to the section 35(1) (Liu, 2018).

However, as a result of commitment of a crime, up to one month of the application, the
product is strictly protected under the intellectual property laws, and there can be no use of
the product or property by anyone, under good faith or otherwise as well (Ledingham &
Mills, 2015). The law defines the such crime against the intellectual property as distribution,
access, user offering of the intellectual property without and beyond any kind of initial
authorization and the violation of the intellectual property laws associated with the
protection of that intellectual property (Loader & Thomas, 2013). Furthermore, the law
states that intellectual property laws violation as a crime committed against the owner of the
property and the property itself as well, however, the law states that in the case of this crime
and the theft of intellectual property, even if the property is utilized and offered by the
criminal online, the owner is not denied of the rights to the property, and actions are taken
against the criminal (Liu, 2018).

The intellectual property theft is elaborated as the theft of the material or the product
that is copyrighted, or is protected by the intellectual property laws. These can involve the
theft of the trademarks, the theft of the trade secrets or the general violations of the invention
of an individual that has been protected under the intellectual property law (Tsakalidis &
Vergidis, 2017). Copyrights provide with legal right to the publishers, authors, composers
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or the inventors, involving any individual who creates an original work and has the will to
protect the original work exclusively from performance, printing, distribution or publishing
in the public (Tyendezwa, 2012). The theft of the intellectual property laws are becoming
more and more dominant and prevailing nowadays, like the theft of the trade secrets which
means the theft of methods, plans, technologies, ideas and the sensitive information
involving all types of data that are exclusively the original property of any specific
corporation, industry, individual or body (Urbas, 2012; Vukeli¢ & Skaron, 2013).

These secrets are owned by the individuals or the corporations exclusively and provide
them with the competitive advantage. Any violation of thee secrets may result in the damage
to the competitive advantage, to the image and also to the economic base of an individual,
corporation or anybody (Urbas, 2012; Vukeli¢ & Skaron, 2013). The two major kinds of
cybercrime violations of the intellectual property law that have been observed in the last
decade involved the cybercrimes attacking the trade secrets and the cybercrimes attacking
the copyrighted material as well. Piracy is the term that is most of the time utilized for
describing the theft of intellectual property, which significantly and directly violates the
intellectual property law in any country (Wall & Yar, 2013). This does not only cause
economic damages to the owner but also results in mental and social problems for that
specific individual or owner of the intellectual property (Wall & Yar, 2013).

Specifically in the 21* century music software and trade secrets piracy has enhanced
significantly, and the piracy is being done through the Internet utilizing the most developed
and innovative technological mechanisms and devices (Yar & Steinmetz, 2019). There is no
doubt in the fact that anything that can be directly converted into zero and one can be
transmitted smartly from one computer to another computer, and there is also no reduction
in any kind of quality of that content up to the second, third and the fourth generations of
the copies (Zagaris & Boyle, 2020). The pirated digital copies of the work being stolen is
then transmitted on the Internet is called as the warez and the warez groups are also known
to be responsible for illegally distributing and copying millions of dollars against the
copyrighted materials (Ajayi, 2016).

Methodology

A qualitative and non-empirical legal research design was adopted in this study as it
involved qualitative extraction of data and information from the text of various documents.
This is related to a specific law, the text of court documents and the extraction of text from
various legal scriptures and data banks that were then analyzed, organized and interpreted in
order to address a specific problem of research (Bernat & Godlove, 2012). The objectives
of this research involved analyzing the cybercrime violations of intellectual property law on
indigenous Papuans in Indonesia. This specific objective was undertaken in this study
because previous studies have not significantly focused on the technological innovation and
advancements that are happening in Papua. No research in the past has focused on the
enhancing concerns of cybercrime violations related to intellectual property law in Papua,
Indonesia (Broadhurst & Chang, 2013; Cordova et al., 2018).

Furthermore, this topic was chosen in order to significantly analyze the current status of
intellectual property laws being applied in Papua, Indonesia and find out ways how to tackle
with cybercrime violations and what recommendations can be provided for the betterment
of these laws and the legal framework against cybercrime violations. This research study is
based on non-empirical and qualitative data collected from the Papuans, Indonesia in the
form of text related to the intellectual property law (Fahlevi et al., 2019; Finklea &
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Theohary, 2015). Furthermore, the sample of this research involved indigenous Papuans
from Indonesia, selected through random sampling method. Different Indonesian legal sites
and databases were searched in order to find out cases of cybercrime violations of intellectual
property law, and these cases were analyzed in the light of intellectual property law applied
in Papua, Indonesia (Gercke, 2016; Gillespie, 2015).

Discussion

This section involves the discussion of various acts and cases which calls for the
betterment and updating of the already existing intellectual property law that is being applied
and practiced in Papua, Indonesia. Significant cases were observed in this region regarding
defamation, cyber bullying, theft of the intellectual property and receiving and sending of
indecent material on a daily basis (Anderson et al., 2019). Ultimately, this issue has now
become the problem of national security, as proposed by Jim Miringtoro, “We have to
understand from a security point of view what is coming in and what is going out of the
country”. According to the authorities as well, the creation of the right and novel framework
for the minimization of the cybercrime is a challenging task and this requires complex
technologies and legislators to deal with the evolving range of crimes being committed with
the help of the ever developing technology (Bacewe, 2021; Adam M. Bossler, 2020).

The Patents and Industrial Designs Act, 2000 is responsible for the provisions that protect
different industrial property rights involving geographical indications, patents and industrial
designs that are protected under the law. The act significantly focuses on all of the factors
that can result in the violations of the intellectual property laws, and a significant portion of
this act is dedicated to the cybercrime protection as well, against the intellectual property
laws, however, analysis of these laws and areas is very important, in order to propose
recommendations for the amendments (Liu, 2018; Lusthaus & Varese, 2021). The
constitutional and compliance requirements involved the right to the freedom of expression,
the right to the privacy of the intellectual property and the right to the freedom of the
employment as well. The law represents various facets under which, the intellectual property
laws must not be violated as a result of cybercrime, and it states that the exploitation of a
patented invention as a result of cybercrime is prohibited under any circumstances following,
when the matter of subject is protected by patent laws, the intellectual property cannot be
utilized for using, making, offering or for hiring, moreover, these can also not be utilized
for importing, selling or any other trade objectives (Cordova et al., 2018).

The Section 266 of the Act represents that some of the efforts are not at all controversial
and straightforward as well. The Customs Department has already started working with the
NICTA or National Information And Communications Technology Authority for the
purpose of stopping the flow of any illegal information, communication and technology
goods into or out of the country (Adam M. Bossler, 2020). However, the government is
significantly and highly concerned regarding the use of communication devices and
information technology as well for illegal processes such as the processes that involve stealing
of very sensitive and important information, from the individuals, corporations or even from
the government itself (Cordova et al., 2018). So cybercrimes must be dealt as a problem of
national security, however, under the section 266 present in the NICTA Act, the abuse of
the ICT services for the exploitation of intellectual property is properly now being
considered as an offence (Fahlevi et al., 2019). In the recent years, as a result of this several
cases have been brought to the court that are relevant to the section 266. These cases
involved material theft, offensive language usage and harassment of people, however, the
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problem was far too complicated and significantly serious, and was now being considered
by officials that it cannot be resolved under the NICTA Act (T. J. Holt, 2018).

The market of Papua, Indonesia is significantly smaller in comparison with other markets
all around the world however, there is a significant requirement of intellectual property laws
and regulations for the people that can stop the violation of the intellectual property rights
and cybercrimes (T. J. Holt, 2018). The intellectual property laws that are implemented in
the Papua, Indonesia right now are more or less similar to the countries like New Zealand,
where some of the legislations involving trademarks were directly adopted from Australia.
However, it does not suggest that there is a significant difference in the market between
Papua, Indonesia and Australia as well (Jain & Gupta, 2020; Khan et al., 2020).

The three major pieces of the legislations being followed for the intellectual property
security in Papua, Indonesia includes the Trademarks Act 1978, the Patents and Industrial
Designs Act 2000 and the Copyright and Neighboring Rights Act 2000. These acts prevent
the stocking of the intellectual properties for the purpose of offering to someone, for selling
it or for introducing any kinds of hurdles in the patent procedure (Loader & Thomas, 2013).
The usage of a product that is protected under intellectual property law is prohibited for
being offered for a sale as a result of cyber-crime. It is prohibited for importing or using as
well, as a result of cybercrime. Other characteristics that are related to industrial designs and
are protected by the intellectual property law, relate to three-dimensional forms, colors or
materials from being utilized, offered for sale, imported or imitated (T. J. Holt, 2018).
Moreover, under the international classification of the patents and industrial designs Act
2000, cybercrime is deemed to have been committed when it comes to selling and offering
any kind of discovery, scientific theory or any kind of mathematical method online, offering
any kind of protected scheme, method and formula of performing business activities is also
prohibited under this act (T. J. Holt, 2018).

The intellectual property office of Papua is responsible for the registration and controlling
of the patents, designs and the trademarks. However, currently all of the applications need to
be filled at the intellectual property office of Papua present in the Port Moresby (Liu, 2018;
Lusthaus & Varese, 2021). Yet, the intellectual property office of Papua is in the procedure of
the establishment of electronic registry however, as soon as it is complete, the electronic
registry will result in patent searching, electronic filing and trademark searching as well
(Lusthaus & Varese, 2021). The intellectual property rights are being considered as the private
rights and are also being enforced by the intellectual property owners against the individuals
that can infringe those rights. The courts in Papua, Indonesia have the power to make various
orders including provisional seizure orders, interim injunctions and awards of compensatory
damages against the damages to the intellectual property of any individual, corporation or
body present in Papua, Indonesia (Lusthaus & Varese, 2021; Spulbar & Birau, 2020).

According to the 2000 act, the intellectual property laws are strictly applicable to the
inventions on which patent is applicable, in accordance with the section 13, section 14 and
section 15. This prevents criminals to copy the invention, or perform commercial
exploitation of the product or in which the criminals offer the product for import or selling
purposes, online (Liu, 2018; Lusthaus & Varese, 2021). Furthermore, the new inventions
are also protected under this act from any online intangible exploitation, oral disclosure
online, usage or selling online. Under this law, the right to the intellectual property is strictly
to the inventor, furthermore, in case there are two or more persons involved in an
invention, the right to the intellectual property is held by both of these persons, however,
in the case, where there are two people involved in the interdependent invention of a
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product, the patent will belong to the person that files for the patent earliest, and that
product will directly be protected against any kind of patent infringement, intellectual
property stealing and cybercrimes as well (Liu, 2018; Lusthaus & Varese, 2021).

However, the major shortcoming and gap right here involves the lack of proper rules,
laws and regulations that can control any factors that can result in the cybercrime violations
of the intellectual property laws in Papua, Indonesia or any factors that can lead towards the
violation of these laws. Furthermore, the Banks and Financial Institutions Act, 2000,
Business Names Act, 1963, Central Banking Act, 2000, The Classification Of Publication
Act 1989, Companies Act, 1997, Copyright And Neighboring Rights Act, 2000, Criminal
Code Act, 1974, Customs Act, 1951, Evidence Act, 1975, Internal Security Act, 1993,
National Broadcasting Corporation Act, 1973, National Intelligence Organization Act,
1984, National Information And Communications Technology Act, 2009, Patent And
Industrial Designs Act, 2000, Protection Of Private Communication Act, 1973, Securities
Act, 1997 And Trademarks Act, 1978, are some of the Acts and legislations that are applied
in Papua against various aspects of IPR related crimes however, it has been observed that
the niche for intellectual property laws protection is very limited in the case of cybercrime
(Lusthaus & Varese, 2021; Spulbar & Birau, 2020). Analyzing most of the acts and
legislation, the researcher has found out that the rules, regulations and laws cover various
general aspects when it comes to cybercrime however, there is no significant focus on very
specific aspects when it comes to the protection from cybercrime in Papua, Indonesia
(Lusthaus & Varese, 2021; Spulbar & Birau, 2020). So, accumulatively, on the basis of the
above analysis and discussion as well, it is proposed for the regulations and laws being applied
and practiced in Papua, Indonesia, that there must be direct laws and regulations in support
of the cyber security against the cybercrimes and violations of the intellectual property laws.

Conclusion and recommendations

Apart from all of the benefits and advantages that the modern computing technologies
and Internet have brought, both of these can significantly become tool of abuse for
corporations, individuals and even the government of any country. The cybercrime is
referred to as a type of criminal activity or conduct, as a result of which an individual uses
broadcasting technologies, computers, and various information technology-based systems
tor the manifestation of various technical oftences, where the computer networks and
computers are utilized as the purpose or means of the enforcement of such offence. It is
unfortunate that the criminal minded people and the individuals focused on cybercrime are
exploiting the new technology and innovations in various ways that are draining the wealth
and are also undermining the rule of law in Papua, Indonesia.

This study focused on Cybercrime Violations of Intellectual Property Law on Indigenous
Papuans Indonesia. The study provided with extensive and significant literature review
which reviewed characteristics of the criminal offences related to cybercrime, the computer
based criminal oftences were discussed, intellectual property rights and laws were examined
along with all the laws that come under the umbrella of these laws. Furthermore, the
cybercrime violations and their impact on the intellectual property law were also discussed
as well. The research methodology adopted for this study was qualitative non-empirical legal
research design, which involves qualitative extraction of data and information from the text
of various documents. This information was related to specific laws, texts of court
documents and text from various legal scriptures and data banks. These documents were
analyzed, organized and interpreted in order to address a specific problem of research. The
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cybercrime has been mentioned along with intellectual property laws violations during in
national ICT policy of 2008. However, in the case of Papua, it has not been seen and
analyzed as a priority, in order to more directly and significantly address the problems related
with the cybercrimes violating the intellectual property rights. The government needs to
directly work on legislation and policies that focus on both current and potential offences.

[t is suggested that as the first step all SIM cards must be registered so that crimes must
not be committed. This will significantly decrease the level of these crimes being
transnational. There is also a requirement of novel comprehensive cybercrime law that
significantly focuses on all the different methods in which the intellectual property rights are
now being violated with the help of cybercrime. Furthermore, the tracking mechanism
needs to be more vigilant and first, if the criminals are to be caught, so, there should be
significant focus on the tracking down of the individuals as well that are committing
cybercrimes in Papua, Indonesia.
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