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Abstract

Do hacker subgroups share unique practices and knowledge? Is there a spatial
characteristic to this sharing? The study investigates whether hackers who perform brute
force attacks (BFAs) from ditterent countries (different IPs) use a spatially based corpus of
words for usernames and passwords. The study explores the usage of 975,000 usernames
(UNs) and passwords (PWs) in brute force attacks on honeypot (HP) computers. The
results suggest that hacker subgroups attacking from different countries use different
combinations of UNs and PWs, while a few attacks coming from difterent IPs share the
same corpus of words. This significant result can help in tracing the source of BFAs by
1dentitying and analyzing the terms used in such attacks.
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Introduction

Hacking is the act of identifying weaknesses in information technology systems or
networks, exploiting their vulnerabilities to gain access, and executing fraudulent actions
such as fraud, privacy invasion, and the stealing of corporate/personal data. Hacking can
be performed in a variety of ways, one of which is a brute force attack (BFA). In such an
attack, hackers try to identify the needed information to access a device—both usernames
(UNs) and passwords (PWs). These attacks entail the need to run various combinations of
UNs and PWs until the hacker gains access to the device.

While hacking is not a new topic in cyber criminology, much of the literature is based
on oft-line qualitative data (such as interviews) and focuses on hacker subculture and
motivations (Jordan & Taylor,1998; Barber, 2001; Turgeman-Goldschmidt, 2005).

In the last decade, there has been growing interest in understanding the hacking modus
operandi, trust-building among this community's members (Von Lampe, & Ole, 2004;
Leukfeldt et al., 2013; Dupont et al., 2016), and hacker co-offending behaviors (Holt,
2007; Holt et al., 2012; Malm et al., 2011; Rechavi et al., 2015).
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As part of this trend, there is a growing interest in understanding the social network of
hackers. Social network analysis (SNA) was established in the field of criminology
(Bouchard & Amirault, 2013) and is regarded as useful in providing measures of the
structure of criminal networks and the position of key players in those networks, as well as
the understanding of the effect of the removal of nodes from these illicit networks. (See,
for example, Bright et al., 2017; Décary-Hétu & Dupont, 2012; and Easton &
Karaivanov, 2009).

The literature indicates that hackers form a global community consisting of micro-
communities that exist in the on-line and oft-line worlds (Holt, 2007; Moilanen, 2012).
These communities are autonomous and dynamic (Moilanen, 2012) and difter from each
other concerning the type of activities they choose, the technologies they use, and the
level of oft-line connections they have. For example, hackers from Europe and North
America participate in ‘real-world communities’ and ‘hackerspaces’ more than hackers
from Asia, Australia, and South America do (Moilanen, 2012).

Hacker communities are, in essence, learning communities (Zhang et al.,2015), and
their members share information and knowledge in many channels (Holt, 2007; Olson,
2012; Summers, 2015; Rechavi et al., 2015), including public online forums, newsgroups,
web sites, and subcultural publications (Kleinknecht, 2003, Chavez & Bichler, 2019) as
well as conventions (Summers, 2015). Such information dissemination and even the spread
of gossip (Chavez & Bichler, 2019) among the online hacker community enable its
members to learn skills, build their prestige, explore problems and reflect on possible
solutions (Summers, 2013) and learn the norms and values of the community as well as
how to make sense of and justify their actions (Holt, 2005; Holt & Copes, 2010).

This culture of information sharing has characterized the hacking community from its
early days (Thomas, 2002) and shifted throughout the years. In the first generation of
hacking, sharing information was the everyday norm, while in the third generation, by
which time hacking had become associated with criminality (Chandler,1996), the
community became more competitive and secretive about sharing information methods
and scope.

By examining knowledge transfer and sharing, Holt (2013) finds that there are virtual
markets for stolen data, which make economic crimes much more comfortable to commit,
and these buying and selling processes are peer-driven. The users of these markets
practically divide the trading eftorts between the participants. There are four types of
hackers, differentiated based on their knowledge transfer characteristics (Zhang et al.,
2015), and there are hackers who produce knowledge and others who consume it (Holt &
Kilger, 2012). This phenomenon is well-known in social networks where some members
explore data and some exploit it (Lazer & Friedman, 2007).

Understanding the modus operandi of the hacker community and the information
sharing facilitated by its networks is a crucial step in identifying a hacking network and its
members in an attempt to prevent that network’s harmful actions. This study focuses on
the prevention of hacking performed by using brute force attacks (BFAs). The literature
on the prevention of BFAs (Pliam, 2000; Sullivan, 2007; Weir et al.,2009; Raza et al.,
2012; Dave, 2013) and the right way to choose UNs and PWs as preventive mechanisms
(Bonneau, 2012; Kelley et al., 2012; Juels & Rivest, 2013; Egelman et al., 2013; Mazurek
et al., 2013; Zhang-Kennedy et al., 2013; Ma et al., 2014; Jose et al., 2016; Gagneja &
Jaimes,2017) are based on studying successful hacking attempts. None of the studies we
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are aware of include hackers' failed attempts or their data. Moreover, these studies focus
on technological solutions.

Thus, in this study, we aim to contribute to the literature on the prevention of BFAs
by exploring the data that hackers use in their penetration attempts—those that are
successful as well as those that fail. The vast amount of data allows us to better understand
hacking patterns and information sharing. Using data on such efforts, we try to identify
whether hackers cooperate and, despite being a heterogeneous community (Barber, 2001),
share hacking techniques and tools.

Moreover, we suggest a new opportunity to address the need to identify the attackers'
locations to disrupt the hacking network: exploring the linguistic characteristics of the data
as a possible clue to hackers' locations. We suggest a way to identify the spatial source of
BFAs by analyzing the words (passwords and usernames) that are used by hackers.
Differentiating hackers by analyzing their corpus of words will allow a better, more precise
mapping of BFAs and the connections between hackers.

Research Question

To achieve these goals, the study aims to determine whether hackers (individuals or
subgroups) use unique combinations of usernames and passwords. Do they share these
combinations with others? Is there a spatial pattern of this sharing? What can one learn
from this pattern about hackers' locations?

The next chapter presents the results in three sections:

(A) First, it shows the distribution of attacks for 35 days. An analysis of the distribution
of the attacks raises the possibility that the algorithms executing these attacks differ from
country to country.

(B) Then, the study presents the patterns among hackers' IP addresses, usernames, and
passwords. The analysis raises the possibility that different IPs use different sets of
usernames and passwords.

(C) Finally, the study presents the network of IPs who share pairs of usernames and
passwords in BFAs and presents the main finding of the analysis of this network.

Data and Methods

In an attempt to explore the relations between hackers' profiles and the words they use
to guess UNs and PWs in BFAs, the study collects and analyzes unsuccessful hacking
attacks on honeypots (HPs), builds a bipartite network of "hackers" and "words" and
analyzes that network (see Appendix A). The research includes the establishment of 157
HPs located on an academic campus in China and the recording of 975K hacking attempts
over 35 days executed from 314 IPs in 54 different countries. The honeypots were
Windows-based servers equipped with software that could identify the origin of the
attacks and software that could record and collect the keystrokes of hackers trying to
penetrate the servers.

After 35 days, the researchers had 975K records, each of which included details
concerning the attacker and the attack.

The researchers removed all duplicated records and mapped those containing the origin
of the attack, the username, and the password. (For example, the combination UN=root
and PW=123 appears 200 times in attacks coming from an IP in China, but in our dataset,
it appears only once.)
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After cleaning the data, the final dataset includes 55 countries, approximately 1,500
usernames, and 12,700 passwords. For example, the dataset consists of a BFA from China
with UN=root and PW=123 and a BFA from Israel with UN=root and PW=123. These
are two different and unique records. (Appendix B details several statistics concerning
leading IP attacks.) The study mapped the relationships between hackers' IPs, UNs, and
PWs. Using unique pairs of UN and PW, the researchers created a network of connected
countries.

The researchers are aware of the fact that though a BFA comes from a specific IP
address, it might be initiated in other IPs. However, even the identification of these IPs
(which are not necessarily the IPs that launched the attack) might help policymakers and
companies alert, control, and regulate suspicious IPs.

Using the collected data (the UNs, PWs, and hackers' IPs), the study builds two
bipartite networks. Each network includes two types of nodes: humans (hackers from
different IP addresses) and the “words” they use (usernames, passwords). In reality, each IP
might use many UNs and PWs, and each UN and PW might be used in attacks initiated
by difterent IP addresses. These relations between hackers’ IP addresses the words they use
are defined as “many-to-many” relationships. These relations are the basis for modeling
the attacks as networks. The researchers built the networks using ORA” software. One
network models and maps the hacker IPs and the UNs they use, and the other network
models and maps the hacker IPsand the PWs used.

The researchers analyzed the two networks with SNA methodology (see Benjamin &
Chen, 2012; Lu et al., 2010; Rechavi et al., 2015) and explored three levels of analysis in
each network:

(1) a single node's centralities (the volume of centrality of the specific hacker's IP, the
specific user-name, and the specific password);

(2) the existence of groups and cliques in the networks and an analysis concerning their
size, density, reciprocal connections, connections with each other and so on; and

(3) an analysis of the entire network (including parameters such as total number of
nodes and links, density, diameter, and distribution of centrality characteristics).

Results

A. Distribution of attacks for 35 days

This study analyzes the patterns of the 975K attacks across 35 days. Graph 1 presents
the distribution of the IP addresses of the attacks.

Graph 1 presents the fact that hackers (using IPs from different countries) execute
different patterns of attacks. It is clear that the attacks do not occur on the same days and
do not have a uniform distribution in all IPs. For example, attacks initiated from Canada
and Germany occur mostly in the middle of the month, attacks launched from India and
Indonesia occur primarily in the first days of the month, while attacks coming from US
IPs are distributed across the entire month. The graph illustrates the different patterns of
attack coming from difterent IPs, and it supports the assumption that difterent IPs use
different methodologies (or tools, if the attacks are originated by automated software,
known as bots).

? http://www.casos.cs.cmu.edu/projects/ora/
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Next, the study explores the different patterns of attacks coming from different IPs on
an hourly basis.

Graph 1. Distribution of the attacks by countries' IPs
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Graph 2 presents the hourly distribution of attacks coming from difterent IPs. The
hours of the attacks present the local time at the origin of the attack (based on the IP
location). As one can see from graph 2, the pattern of attacks during a given 24-hour
period changes from country to country. Some IPs attack HPs continuously all day long,
while others have specific hours for attacks.

Some of the attacks are low in number, sparsely distributed, and random; however,
looking at the countries that initiate most of the BFAs (China, Ukraine, US, and France),
clear patterns emerge. For instance, attacks from Ukraine and China are continuous attacks
24/7, while the primary US attacks occur between 20:00 and 23:00, and attacks coming
from France occur between 13:00 and 16:00.

The difterent daily patterns of attacks and the difterent hourly patterns of attacks make
it reasonable to assume that there are various algorithms involved in the BFAs coming
from different countries. These findings call for additional analysis of these attacking
algorithms. Next, the study explores how these algorithms use word dictionaries. In case
the study will find that specific IPs use specific dictionaries (in the process of guessing
usernames and passwords), the possibility that different algorithms are applied in various
places in the world becomes even higher.
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Graph 2. Hourly pattern of the attacks for 35 days, distribution by countries' IPs.
(The color of the box is following the log of its attack in the specific hour.
Dark red means more than 3,000 attacks).
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B. The network between IPs and PWs
The study maps the relations between hackers' IP addresses and (1) UNs and (2) PWs.
Based on these relations, the study builds a network and applies SNA methodologies to
explore this network. The two networks are bipartite (have two types of nodes), where 1P
addresses and UNs (in Graph 3) and IP addresses and PWs (in Graph 4) are the nodes.
Graph 3 presents the relationships between hackers' IPs and UNs, and Graph 4 presents
the relationships between Hackers' IPs and PWs.

Graph 3. A network of countries and usernames.
(Orange dots are IPs addresses, and blue dots are usernames)
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The two networks present the relations between IPs and UNs (Graph 3) and PWs
(Graph 4). The networks present clear and defined subnetworks in the network, meaning
that the network can be divided into groups that have a massive volume of inner links
between them.

In Graph 3, it is very clear that (starting from the left corner) attacks coming from
Colombia, Ukraine, the United States, Canada, France, China, and Israel use unique and
specific words to guess usernames in their attacks. In Graph 4, it is evident that (starting
from the left corner) attacks coming from Canada, the United States, Israel, France,
China, and Colombia use unique and specific words to guess passwords in their attacks. In
the middle of each graph are attacks coming from countries that share their UNs (in graph
3) and PWs (in graph 4) with many other countries.
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Graph 4. A network of countries and passwords.
(Orange dots are IP addresses, and green dots are passwords)
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To identify the existence of such groups and explore them, the study uses the Newman
algorithm (Newman, 2004). This algorithm is a standard algorithm that aims to find
distinct groups in a specific network that are included in the network and the members of
each group. The algorithm is based on the number of links each node in the network has
with all other nodes and based on the ratio of links each node has with its surrounding
neighbors; the algorithms divide the network into specific groups with a high volume of’
reciprocal links (which are sometimes are called communities). Tables 1 and 2 present the
results of applying this algorithm to the networks.

Table 1 presents the communities in the country-username network:

Table 1. Communities in the country-username network

Community Countries # Members
A China 1
B France 1
C Colombia 1
D USA and Canada 2
E All the Rest 49
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Table 2 presents the communities in the country-password network:

Table 2. Communities in the country-password network

Community Countries # Members
A China 1
B France 1
C All the Rest 52

From Tables 1 and 3, it is clear that the mathematical analysis supports the visual
analysis of the networks. The algorithm finds specific communities that are very similar to
the defined communities presented in Graph 3 and Graph 4.

To better visualize the differences in the distribution of the usage of specific usernames,
Figure 1 presents the distribution of various UNs initiated from different IP addresses.

Figure 1. The distribution of multiple usernames initiated in IP addresses
(Light blue is= "Admin" and dark blue= "root," all other colors are less common user names).
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Looking at Figure 1 from the left corner and going down each row, one can see that
Canada, Columbia, France, Israel, and the US have the highest usage of a variety of UNs.
Among all five countries mentioned above, the US is slightly different since almost a
quarter of its attacks originated using a single username ("Admin").
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Figure 2 presents the differences in the usage of different passwords.

Figure 2. The distribution of various passwords initiated in IP addresses
(Light pink is= "Admin", dark pink= "letmein", Light blue 1s= "1234",
dark blue= "123456", green is= "root", all other colors are less common passwords).
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A similar trend can be found in Figure 2. Looking at Figure 2 from the left corner and
going down each row, one can see that Canada, Columbia, France, Israel, and the US
have the highest volume of attacks and use a variety of PWs. These five countries have the
greatest variety in their use of PWs. While Ukraine and Italy also use a variety of PWs,
their usage of UNs is quite restrained (both use mostly the "root" UN).

Next, Table 3 presents the countries with the highest number of unique pairs of UNs
and PWs. The term “unique” in this context means that the combination of a specific UN
and a specific PW was found only in BFAs originating from a single country; the study did
not find the usage of this combination in the attacks of any other country.
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For example, in BFAs coming from IPs in China, 11,367 pairs of UNs and PWs were
used only in BFAs coming from China. None of these 11,367 pairs appeared in attacks
that were initiated from other IPs (outside China).

Table 3. Top countries with unique pairs of usernames and passwords

Country Number of unique pairs
China 11,367
France 747

United States 675
Colombia 175
Israel 139
Canada 115
[taly 24

Ukraine 24
Brazil 18

Thailand 17

Russian Federation 7

While not all the pairs in our dataset are unique and some appear in several BFAs
coming from different IPs, the existence of so many unique pairs (see Table 3) in attacks
coming from IPs located in specific countries strengthens our hypothesis that different
words are used by various hackers operating from diftferent countries (difterent IPs).
However, a more interesting conclusion can be reached from the data. In case a rare UN
and PW combination appears in several BFAs coming from diftferent countries, either the
same hacker is operating from different IPs, or several hackers use the same corpus of
words. This finding can be a signal of relations between hacking communities, and it
might signal the sharing of practices and tools.

C. Sharing Patterns

Next, and as a result of the findings in part B, the study explores the pairs of UNs and
PWs that appear in different countries. Table 4 presents the results of the countries with
the most shared word pairs.

Table 4. Top countries with shared pairs of UN and PW

Country Number of shared pairs
United States 374
China 366
Canada 134
Ukraine 87
Thailand 72
Israel 67
Italy 66
France 65
Brazil 31
India 30

© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Cq ibution-NonC ial-ShareAlik
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Looking at Table 3 and Table 4 makes it clear that the top countries in terms of unique
word pairs and the top countries in terms of shared pairs of words are almost identical.
However, the number of shared pairs is much smaller than the number of unique pairs,
and in contrast to the clear leadership of China in the number of unique pairs (85%), most
of the sharing is done by the US and China (20% each). Table 5 presents each country's

sharing patterns.

Table 5. Top countries with unique and shared pairs in percentage

% shared % unique | % shared from % unique
from all from all pairs of from pairs of
IPs Country shared pairs | unique pairs country country
United States 21.2% 5.218% 36% 64%
China 20.7% 86.479% 3% 97%
Canada 7.6% 0.039% 96% 4%
Ukraine 4.9% 0.156% 81% 19%
Thailand 4.1% 0.078% 88% 12%
Israel 3.8% 0.903% 37% 63%
Italy 3.7% 0.171% 75% 25%
France 3.7% 5.476% 8% 92%
Brazil 1.8% 0.008% 97% 3%
India 1.7% none 100% 0%
Indonesia 1.6% 0.016% 93% 7%
Colombia 1.5% 1.309% 14% 86%
Republic of
Korea 1.5% 0.008% 96% 4%
Russian
Federation 1.5% 0.047% 81% 19%
Peru 1.4% 0.008% 96% 4%

Table 5 presents three patterns of usage of unique UNs and PWS in BFAs. There are
countries such as China, France, and Colombia, where almost all of the BFAs coming
from their IPs use unique UN and PW pairs. In contrast, nearly all of the BFAs coming
from Canada, Thailand, Ukraine, and Brazil use shared pairs of words. In addition, there
are countries, such as the US and Israel, where the proportion of unique pairs and shared
pairs is two to one.

Building and exploring the network of countries that share pairs of words can provide
insights concerning the relations of these countries.

Graph 5 presents such a network.
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Graph 5. Countries and pairs of usernames and passwords are shared in the BFAs.
(red dots are IPs, and Green dots are pairs of usernames and passwords)

Graph 5 shows the pairs of words and the countries (IPs) that share them during the
BFAs. The network is bipartite and has IPs and pairs as nodes. The central pair nodes
(highest total centrality) that are shared are (not surprisingly) the words “Admin” as UN
and “1234” or “1234567” as PWs. The central IP nodes (highest total centrality) are
China, the US, Ukraine, and Canada.

Based on this network, the study builds a network of only IPs. This network folds the
pairs of words and turns them into links that connect IPs. The volume of the strength of a
link between two specific IPs is the number of pairs that these two IPs have in common.
Graph 6 presents this network.

Graph 6 presents all IPs that share UN and PW pairs with other IPs. One can see that
almost every IP shares at least one UN and PW pair with another IP (in our dataset).
Since it is a dense network, and the links are not easily seen, Graph 7 presents only IPs
(countries) that share more than 30 unique pairs of usernames and passwords with other
IPs (countries). (The threshold of 30 represents an average of one UN and PW pair shared
per day).

373

© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Cq ibution-NonC ial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License




Rechavi & Berenblum — What's in a Name? Using Words' Unigueness to Ldentify Hackers in Brute Force Attacks

Graph 6. Countries and pairs of usernames and passwords are shared in the BFAs
(red and thick lines are the links with high value,
meaning that more pairs of usernames and passwords are shared).
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Graph 7. Links between IPs of countries that share more than
30 unique pairs of usernames or passwords.
(Red links have a higher number of shared pairs. The value is presented above the link).
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Various IPs share one thousand, seven hundred, sixty-six pairs of names and passwords.
China and the US share almost 300 (17%), while the US and Canada share 130 (7.3%).
China shares nearly the same number of pairs with Ukraine and Canada (81 and 76,
respectively). On the other hand, Colombia, which initiates many BFAs, does not share
more than 30 pairs with any other country, and it seems that Colombia has its own corpus
of words.

To dive even deeper into the pattern of IP cooperation in BFAS, the study suggests
that cooperation between IPs is better explained through the analysis of their mutual usage
of infrequent pairs of UNs and PWs.

Thus, the utilization of rare combinations of username and password by two IPs is
worth more (as a signal of their cooperation) than the usage of ubiquitous pairs (for
example, UN= "Admin" and PW= "1234"). The weight of the links between IPs has to
be calculated in correlation to the inverse of their frequencies to depict the importance of
the usage of rare pairs. Graph 8 presents the network between the leading IPs where the
strength of links 1s based on the frequency of the words that connect the IPs.

Graph 8. Links between IPs of countries where rare pairs obtain a higher weight
(Red links are made of rare words and are thus stronger links.
Blue links are made of common words and are therefore weaker links).
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The researchers recalculated the strength of the tiers, including the higher weight of
rare shared UN and PW pairs. A comparison between Graph 7 and Graph 8 reveals minor
differences between them. IP identity is mostly the same (except for Brazil and Colombia),
and the strength of links between IPs is almost the same. This means that BFAs coming
from China and the US share many of the same words. BFAs coming from the US and
Canada share many words, and the same is true for the BFAs coming from Ukraine and
China.
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Discussion and Conclusion

The goal of this study was to explore whether there are unique usernames and
passwords that different hackers use and whether there is a spatial pattern of this usage.

Our data allow us to examine both failed and successful attempts of BFAs while
exploring the data hackers used in their penetration attempts in an effort to contribute to
the knowledge on hacker communities and information sharing.

The first findings of the analysis revealed that there are various monthly patterns of
attacks and different daily patterns of attacks coming from difterent IPs. This finding
implies the existence of distinct hacking processes, techniques, and probably tools that are
being used in different countries. Detecting such patterns allows researchers and law
enforcement agencies to better differentiate between hackers and groups of hackers or
bots. This implies that different attackers work using not only various algorithms but also
word corpora.

This understanding led to the second research question to explore that modus operandi
and the data corpora.

The second finding reveals that for both usernames and passwords, there are various
and unique corpora used by hackers (humans and robots) to execute brute force attacks.
China, France, Colombia, the US, and Canada, use unique corpora of words in their
BFAs.

An analysis of the cooperation of different IPs based on the usage of rare UNs and
PWS did not uncover new patterns. BFAs using IPs from China, France, Colombia, the
US, and Canada, do not collaborate much with BFAs coming from other countries (other
IPs).

The findings suggest that closed groups of attack (initiated by one hacker from a
specific group of hackers) share their corpora based on a spatial basis (IP location).

There are collaborations between spatial communities, but an analysis of the network
suggests that unique corpora of words are still in use in each country.

The practical contribution of the study’s findings is rooted in the suggested match
between words used in BFAs and the origin of the hacker attacks.

Since a real technological difficulty exists in identifying the source of hacking attempts,
the ability to connect the usage of certain word corpora to a suggested country of origin
might help in tracking down hackers and hacking attempts.

BFAs might indeed come from a specific IP address; they might be initiated in other
IPs. However, the significant result and the subnetwork found in the analysis support the
hypothesis that there are hacker communities and information sharing based on
geographical locations.

A third finding is that there is also a (limited) shared corpus of usernames and passwords
that BFAs around the globe use. The shared corpus is an example of the hackerspaces
(Moilanen, 2012) where hackers collaborate and share resources such as knowledge
(Rechavi et al., 2015) and malware (Macdonald & Frank, 2017) around the globe. This
finding does not contradict the second finding but rather enriches it. In a large network
containing many hackers coming from difterent IPs, there are several forms of
cooperation. Local communities who work on a spatial basis and share techniques and
knowledge exist side by side with global communities that share several local hacking
words, dictionaries, and knowledge.

This analysis suggests a new direction to disrupt hacking communities and networks.
Such an analysis might enable law enforcement agencies to map the hacking network

376

© 2020 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Cq ibution-NonC ial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License




International Journal of Cyber Criminology

Vol 14 Issue 1 January — June 2020 @ O 3 @ 4
e(JCCe

better and differentiate hackers and hacker groups based on their use of words.
Additionally, this type of analysis can also contribute to the identification of hackers’
locations or, at the very least, the location from which they choose to hack.

Limitations and Future Research

Like all studies, this study is limited in its data. While hacking networks are dynamic,
the findings may be specific to 2016—the year in which the study explored the network.

Moreover, the scope of the data is limited to an academic institution in China, and it
might not reflect the process and range of hacking-word corpus usage. Educational sites
might attract hackers whose interests are focused on research or educational materials.
Their way of work and collaboration might be different from political hackers, financial
hackers, or jack-of-all-trades hackers.

Despite its limitations, the study contributes to the knowledge on the crime script of
the hacking community, especially in terms of the countries (IPs of BFAs) in which
hackers share their work methods and expertise. Future studies should include online data
coming from different sources, such as HPs located in varied geographical locations and
various organizations or hacking forums.
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Appendix A - The hackers’ IPs and the honeypot network

Graph A1 presents the relations between the hackers' IPs and the HPs.

Graph A1- The relationship between IPs and HP
(green dots are HPs, and red dots are IPs initiating BFASs).

2010-01-01T00:00:00+02

powered by ORA

Graph A1 presents the sum of the attacks during the 35 days. Many IPs attack most of
the HPs, and only a few IPs attack specific HPs. The red dots in the center of the network
are IPs that attack almost all HPs. These are the most active IPs, and in the sense of
quantity, they are the most harmful IPs.

The study does not analyze this network, and it is presented here to provide a rough
understanding of the relations between IPs and HPs.
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Appendix B - The distribution of words per country

Since each BFA includes a username and password, this study explores the usage of
usernames and passwords in all BFAs. There were 1,552 usernames and 12,975 passwords.
Since China is an outlier, Table B1 presents the top 10 combinations of usernames and
passwords in China.

Table B1. Leading username and password combinations in attacks
coming from IPs in China

Origin | Username Password Frequency
China | Root 123456 7545
China | Root password 2033
China | Root 1qaZ2wsX 1955
China | Root 1Q2w3e4r 1843
China | Root admin 1706
China | Root root 1507
China | Root root123 1487
China | Root 123456789 1382
China | Root abc123 1314
China | Root P@sswOrd 1295

Table B2 presents the top 10 username and password combinations in other countries
(excluding China).

Table B2. Leading username and password combinations in attacks
coming from IPs outside China

Origin Username Password Frequencies
India Root 123456 1694
Indonesia Root 123456 1413
Taiwan Root 123456 1168
Hong Kong Root 123456 396
Indonesia Root 123456 395
India Root 123456789 377
Ukraine Root admin 273
Taiwan Root 123456789 260
India Root qwerty 228
Ukraine Root password 216
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